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Kingsleighs Equine Education Centre

“A specialist post 16 equine college”
DATA PROTECTION (GDPR) POLICY

Reviewed Date of Next Review Responsibility

Jan 2023 Jan 2025 Director

Our Mission:

‘To allow young people equine opportunities to develop aspirations and define a future’

Our Values:

* Teamwork - we hold ourselves and each other to account and are better when we
work fogether

e Compassion = we act with trust, honesty and kindness in everything we do

* Inclusion - we treat each other fairly and with respect

* Innovation - we encourage thoughtful, creative and aspirational ideas

* Pride - we encourage each other to be proud of who we are and what we do

Introduction

Kingsleighs Equine Education Centre (KEEC) is committed to working in accordance with the
General Data Protection Regulation (GDPR) and with the highest standards of ethical
conduct.

This policy outlines the rules, behaviours and standards required of the organisation,
employees, workers and third parties working on behalf of KEEC in relation to the collection,
retention, fransfer, disclosure, use and destruction of any personal data. All workers will be
responsible for data protection and must abide by the rules and policies of KEEC.

Statement of Confidentiality

Personal and financial information is confidential and should not be disclosed or discussed
with anyone without the permission or authorization from one of the Directors. Care shall be
taken to ensure that unauthorized individuals do not overhear or see any confidential
information. All staff and associated members of the Centre (i.e social workers, parents,
carers, GCC/WCC workers etc.) are expected to maintain the confidentiality of all
information shared with them as a professional dialogue and not discuss the information
shared with any other third party without seeking the authorization from a director of the
Centre; or the student’s main carer who has parental consent; or the student themselves, as
appropriate.
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Statement of Consent

A student consent form is used by the Centre to secure the permission from a student or the
person with parental responsibility before they take any action at a given time. Full disclosure
for the purpose of this document and what intention behind the permissions sought are
explained and by signing the form, the party concerned agrees to the terms.

Personal Data and Sensitive Personal Data

There are two types of personal data that fall under the GDPR and for which KEEC, its
employees, workers and third parties are responsible. These are: -

. Personal Data

This is defined as any information relating to an identified or identifiable natural person.
Identification can be by means of “an identification number or to one or more factors
specific to his physical, physiological, mental, economic, cultural or social identity.” This will
include IP addresses and cookie strings.

. Sensitive Personal Data

Sensitive personal data includes data relating to genetic and biometric data as well as racial
or ethnic origin, political opinions, religious or philosophical beliefs, frade-union membership,
data concerning health or a person’s sex life, sexual orientation or criminal offences.

Data Protection Principles
KEEC is committed to adhering to the Data Protection Principles which state:

1. Data must be processed lawfully, fairly and in a fransparent manner.

2. Data must be obtained for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes.

3. Data processed must be adequate, relevant and limited to what is necessary.

4. Data must be accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure data that are inaccurate, are erased or rectified without delay.

5. Data must not be kept for longer than is necessary for the purposes for which the data are
processed.

6. Data must be processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing, accidental loss,
destruction or damage, using appropriate fechnical or organisational measures.

Information is kept and processed about individuals for legal purposes (such as for payroll),
for administration purposes and for the purposes of day-to-day people-management.
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KEEC is aware that in order to process personal data, or sensitive personal data, KEEC must
rely on the data being:

* necessary for the performance of a contract, or;

* in preparation for a contract, or;

+ o comply with our legal obligations, or;

+  for ourlegitimate business interests or;

. to perform a task carried out in the public interest or in the exercise of an official
authority.

If KEEC wishes to hold and process data which does not fall within conditions listed above,
then it will seek to obtain the consent of the individual.

If it is necessary to obtain consent then KEEC will write to the individual to ask for consent,
ensuring that the consent is:

. Freely given, specific, informed and unambiguous O Separate from other terms.

*  Clear and in plain language

* Aseasy fo give as to withdraw

. ‘Explicit’ for sensitive data

« Givenin away that can be evidenced

* Unless consent to processing data is critical fo the performance of a contract, the
performance of a contract will not be made conditional on the basis that consent is
given.

Personal Data

The Organisation collects and processes the following personal data:

. Employee data, as set out in the Privacy Notice for Employees, Workers and Contractors,
for purposes of administering contracts and payroll.

+ Job Applicant data, as set out in the Privacy Notice for job applicants for purposes of
making recruitment decisions

+  Student, Associate and other beneficiary data, as set out in the Privacy Noftice for
Students, Associates and other beneficiaries, for the purposes of measuring and
monitoring progress and achievement, support requirements, safeguarding, preparing
for transition and auditing.

+  Donor, supporter, facilities hirers, supplier data, as set out in the General Privacy Noftice,
for the purposes of administering contracts and legitimate KEEC interests.
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Rights of Data Subjects

KEEC will recognise that individuals have the following rights under data protection
legislation:

a. theright to be informed, which encompasses the obligation on employers to provide
fransparency as to how personal data will be used;

the right of access;

the right to rectification of data that is inaccurate or incomplete;

the right to be forgotten under certain circumstances;

the right to block or suppress processing of personal data; and

"0 Q000

the new right to data portability which allows employees to obtain and reuse their
personal data for their own purposes across different services under certain
circumstances.

Right of Access

Individuals have the right to access the information stored about them. Employees can ask
for access to their own personal details held electronically or held manually. Employees who
wish 1o see their records should give notice electronically, in writing to a Director. KEEC has
up to 1T month to provide the information following the subject access request, which it will
usually do in electronic format.

In complex cases, or where there are numerous related requests, KEEC will licise with the
individual to inform them of progress of their request(s), and if it is not possible to complete
this within T month, KEEC will inform the individual of the delay, the reasons for the delay and
reserves the right to extend the timescale for completion by up to a further 2 months.

In the event that data is retained with third parties, KEEC will ensure that the request is
communicated and actioned by the third party in line with the timescales outlined above,
unless impossible or if it would require disproportionate effort.

KEEC reserves the right to charge a fee or to refuse to respond to a request if it is manifestly
unfounded or excessive. Similarly, KEEC reserves the right to withhold personal data if
disclosing it would adversely affect the rights and freedoms of others.

Rectification of Data

KEEC is committed to keeping data that is accurate and up to date. Data will be checked
for accuracy where possible, and any data that is inaccurate, out of date or unnecessary will
be corrected or erased as appropriate.

Where an individual identifies that their personal data is incorrect orincomplete, or where
they are aware that their personal data has changed, they must inform the organisation as
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soon as possible. The organisation will then take steps to rectify any inaccuracies as soon as
possible, and at the latest within 1 month.

In complex cases, or where there are numerous cases, KEEC will liaise with the individual to
inform them of progress of their request, and if it is not possible to complete this within 1
month, KEEC will inform the individual of the delay and the reasons for the delay and reserves
the right to extend the timescale for completion by up to a further 2 months.

In the event that data has been disclosed to third parties, KEEC will ensure that the request
for rectification is communicated and actioned by the third party in line with the timescales
outlined above, unless this is impossible or if it would involve disproportionate effort.

The Right to be Forgotten

Also known as ‘the right to erasure’, the right to be forgotten doesn't provide an absolute
right to be forgotten, but data subjects have a right to have personal data erased and to
prevent processing in some circumstances i.e.

*  Where the personal data is no longer necessary in relation to the purpose for which it
was originally collected/processed;

*  When the individual withdraws consent;
*  When the individual objects to the processing and there is no overriding legitimate
interest for continuing the processing;

*  The personal data was unlawfully processed;

* The personal data has to be erased in order to comply with a legal obligation;

* The personal data is processed in relation to the offer of information society services to a
child.

If you wish to ask for your own personal data to be partially/fully erased and no longer

processed, please write to Sarah (Sas) Moseley with full details of your request. KEEC has up

to 1 month to respond to you and either delete the data or explain why it is unable to

comply with your request. Circumstances where KEEC may be unable to comply include

where it is required to retain the information by law, or if the data is needed in connection

with legal proceedings.

In complex cases, or where there are numerous related requests, KEEC will liaise with you to
inform you of progress of the request, and if it is not possible to respond to this within T month,
KEEC will inform you of the delay, the reasons for the delay and reserves the right to extend
the timescale for completion by up to a further 2 months, if necessary.

In the event that data is retained with third parties, KEEC will ensure that the request is
communicated and if appropriate actioned by the third party in line with the timescales
outlined above.
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Security of Data

KEEC is committed to taking steps to ensure that personal data is protected, and to prevent
any unauthorised access, accidental loss, destruction, unlawful processing, equipment
failure or human error, and will do this through the continual monitoring of our security
systems and by regular tfraining and awareness raising.

Any data breaches or near misses, will be managed according to the procedures
documented in our Data Protection Breach Reporting Policy and Procedure.

Data Retention

KEEC is committed to ensuring that subject data is kept for no longer than necessary and
only kept as long as it's relevant and necessary for legitimate purposes. As soon as data is no
longer necessary for the purposes for which it was originally collected, it will be securely
deleted, unless it is necessary to keep the data for some other legitimate reason.

KEEC does not intentionally keep data longer than necessary and when data is no longer
required, KEEC is committed to securely deleting it as soon as possible.

For more information and our retention guidelines, please refer to our Data Retention Policy.

Data Breaches

All staff is responsible for data protection and should be alert to any actual, suspected,
threatened or potential data protection breaches. As soon as a data protection breach has
been discovered, where possible, the member of staff should complete a Data Protection
Breach Reporting Form (to the fullest extent possible at that fime), which provides full details
concerning the breach. This form should then be passed to Sarah (Sas) Moseley, Head of
Finance as soon as possible on the discovery of the breach. If you need help completing the
form, or are unable to complete the form, then any delay should be avoided and instead
the matter should be reported immediately, either verbally or using electronic means, such
as email.

For more information regarding managing data protection breaches, please refer to the
Data Protection Breach Reporting Policy and Procedure.

Transferring Personal Data to a Countiry Outside the EEA

We confirm that whilst we will transfer your data to third parties and suppliers within the EEA,
we will not transfer your data to a country outside the EEA.
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Data Portability

On occasion you may wish to allow your data to be fransferred to another Organisation
either by you receiving the data and transferring it, or by the data being transferred directly.

This right to data portability only applies to data that you have provided to KEEC, where the
data processing is based either on your consent or the performance of the contfract and
where the processing is carried out by automated means, and it will only be transferred
where it is technically feasible to do so.

If you wish to make a request for your data to be transferred, you must write o Sarah (Sas)
Moseley, and we will respond to you within 1 month. If the requests are numerous or complex
we reserve the right to extend this timescale by a further 2 months. If we are unable to
complete your request, we will write to you to inform you why, along with your right to
complain to the Information Commissioner’s Office (ICO).

Objections to Personal Data Processing

You have the right to object to data processing where KEEC is:

- processing information based on its legifimate business interests, or the performance
of a task in the public interest/exercise of official authority (including profiling) - direct
marketing

- processing for the purposes of scientific/historical research and statistics.

If you wish to object fo processing, you should write to Sarah (Sas) Moseley outlining the
grounds relating to your particular situation and we will stop the processing unless we have
compelling legitimate grounds for the processing which override your interests, rights and
freedoms, or the processing is in relation to legal claims. If we are unable to agree to your
request, we will write to inform you why, along with your right to complain to the ICO.

Organisational Data Protection Measures

KEEC is committed to ensuring the security of your data and to processing it in line with the
Data Protection rules. As such, the organisation will;

* Ensure that all staff are aware of their responsibilities and KEEC's obligations and
responsibilities in relation to data protection;

+  Ensure that all staff and individuals/Organisations who handle data on behalf of KEEC are
appropriately trained, and receive refresher training on a regular basis;
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*  Ensure that all staff and individuals/Organisations who handle data on our behalf are
regularly monitored, assessed and reviewed;
* Ensure that all Organisations who handle data on our behalf are carrying out data
processing in line with the Data Protection rules;
+ Regularly review the KEEC's methods of data collection, handling, processing and
storage.

Privacy Impact Assessments

As part of KEEC's ongoing commitment to ensuring maximum protection for personal data,
KEEC will undertake Privacy Impact Assessments where appropriate. Privacy Impact
Assessments will help KEEC consider the processing that is being undertaken, the risk to data
subjects and most importantly the measures that need to be taken to minimise the risks.
Privacy Impact Assessments will be overseen by Sarah (Sas) Moseley and will be reviewed on
a 3-yearly cycle, unless it is deemed that a more frequent review is necessary.

Disclosure and Barring Service checks (DBS)

It is necessary to obtain an Enhanced check from the Disclosure and Barring Service (which
will include a Barred List check) for all employees and volunteers, including Trustees.

KEEC will seek your permission prior fo undertaking a DBS check, and understands that this
data is sensitive data and therefore all information of this nature will be kept strictly
confidential. Disclosures and other confidential documents will be kept in a secure location
and access will only be available to authorised individuals.

We will not retain the DBS Certificate for longer than necessary. In general, this will be for a
maximum of é months to allow for the consideration and resolution of any disputes or
complaints. In normal circumstances, after a period of 6 months the disclosure certificate will
be destroyed by suitable, secure means. The top third of the Certificate will be retained for
12 months or until CQC inspectors have seen them (not retained if offences shown on the
top third). Other than as referred to above, no photocopy or other image of the disclosure
will be retained, but we will keep a record of the details of the most recent check, namely;
the date of the disclosure, the name of the individual, the type of disclosure, the unique
number issued on the certificate and the decision taken. This will be kept on file for the
duration of the individual’s employment and for a period thereafter in line with our retention

policy.
Data Protection Officer

KEEC has appointed a Data Protection Officer, who will support the organisation to manage
Data Protection and will work with the Trustee Board in this respect. Any queries or concerns
can be addressed directly to the Data Protection Officer — Sarah (Sas) Moseley.
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Monitoring

We are committed to monitoring this policy and will update it as appropriate, on an annual
basis or more frequently if necessary.

Any queries or concerns can be addressed directly to Sarah Moseley
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